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PART ONE: INTRODUCTION, CODE PROVISIONS, INTERNATIONAL STANDARD
PROVISIONS AND DEFINITIONS

1.0

2.0

Introduction and Scope

The purpose of the International Standard for the Protection of Privacy and Personal Information is
to ensure that Anti-Doping Organizations apply appropriate, sufficient and effective privacy
protections to the Personal Information they Process when conducting anti-doping programs, in
recognition of the fact that Personal Information gathered in the anti-doping context can impinge
upon and implicate the privacy rights of Persons involved in and associated with organized sport.

The Code, in particular, requires Athletes to furnish a significant amount of Personal Information to
Anti-Doping Organizations. As a result, it is essential that Anti-Doping Organizations appropriately
protect the Personal Information that they Process both to meet legal standards and to ensure the
continued confidence and trust of those involved in organized sport.

The Code recognizes and affirms the importance of ensuring that the privacy rights of Persons
subject to anti-doping programs based on the Code are fully respected. In support of this
commitment, this International Standard sets forth a minimum, common set of rules to which Anti-
Doping Organizations must conform when Processing Personal Information pursuant to the Code.
In some cases, Anti-Doping Organizations may be required by applicable laws to apply rules or
standards that exceed those set forth in this International Standard.

A WADA expert reference group reviewed, discussed and prepared this document, and specifically
took into account the Organization for Economic Cooperation and Development's (OECD) 1980
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data; the Council of
Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data (ETS. No. 108); the APEC Privacy Framework; the Charter of Fundamental Rights of the
European Union, EU Regulation 2016/679 on the protection of natural persons with regard to the
processing of personal data (General Data Protection Regulation), and other international and
regional data privacy rules, standards and case law, such as the judgement of the European Court
of Human Rights of 18 January 2018 (FNASS and others vs. France).

Terms used in this International Standard that are defined terms from the Code are italicized. Terms
that are defined in this or another International Standard are underlined.

Code Provisions

The following articles in the Code are directly relevant to the International Standard for the
Protection of Privacy and Personal Information; they can be obtained by referring to the Code
itself:

+ Code Article 14 Confidentiality and Reporting
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3.0 Definitions and Interpretation

3.1. Defined Terms from the Code that are used in the International Standard for the
Protection of Privacy and Personal Information

ADAMS: The Anti-Doping Administration and Management System is a Web-based
database management tool for data entry, storage, sharing, and reporting designed to assist
stakeholders and WADA in their anti-doping operations in conjunction with data protection
legislation.

Anti-Doping Activities: Anti-doping Education and information, test distribution planning,
maintenance of a Registered Testing Pool, managing Athlete Biological Passports,
conducting Testing, organizing analysis of Samples, gathering of intelligence and conduct
of investigations, processing of TUE applications, Results Management, hearings,
monitoring and enforcing compliance with any Consequences imposed, and all other
activities related to anti-doping to be carried out by or on behalf of an Anti-Doping
Organization, as set out in the Code and/or the International Standards.

Anti-Doping Organization: WADA or a Signatory that is responsible for adopting rules for
initiating, implementing or enforcing any part of the Doping Control process. This includes,
for example, the International Olympic Committee, the International Paralympic Committee,
other Major Event Organizations that conduct Testing at their Events, International
Federations, and National Anti-Doping Organizations.

Athlete: Any Person who competes in sport at the international level (as defined by each
International Federation) or the national level (as defined by each National Anti-Doping
Organization). An Anti-Doping Organization has discretion to apply anti-doping rules to an
Athlete who is neither an International-Level Athlete nor a National-Level Athlete, and thus
to bring them within the definition of “Athlete”. In relation to Athletes who are neither
International-Level nor National-Level Athletes, an Anti-Doping Organization may elect to:
conduct limited Testing or no Testing at all; analyze Samples for less than the full menu of
Prohibited Substances; require limited or no whereabouts information; or not require
advance TUEs. However, if an Article 2.1, 2.3 or 2.5 anti-doping rule violation is committed
by any Athlete over whom an Anti-Doping Organization has elected to exercise its authority
to test and who competes below the international or national level, then the Consequences
set forth in the Code must be applied. For purposes of Article 2.8 and Article 2.9 and for
purposes of anti-doping information and Education, any Person who participates in sport
under the authority of any Signatory, government, or other sports organization accepting the
Code is an Athlete.

[Comment to Athlete: Individuals who participate in sport may fall in one of five categories:
1) International-Level Athlete, 2) National-Level Athlete, 3) individuals who are not
International or National-Level Athletes but over whom the International Federation or
National Anti-Doping Organization has chosen to exercise authority, 4) Recreational Athlete,
and 5) individuals over whom no International Federation or National Anti-Doping
Organization has, or has chosen to, exercise authority. All International and National-Level
Athletes are subject to the anti-doping rules of the Code, with the precise definitions of
international and national level sport to be set forth in the anti-doping rules of the
International Federations and National Anti-Doping Organizations.]
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Athlete Support Personnel: Any coach, trainer, manager, agent, team staff, official,
medical, paramedical personnel, parent or any other Person working with, treating or
assisting an Athlete participating in or preparing for sports competition.

Code: The World Anti-Doping Code.

Competition: A single race, match, game or singular sport contest. For example, a
basketball game or the finals of the Olympic 100-meter race in athletics. For stage races
and other sport contests where prizes are awarded on a daily or other interim basis the
distinction between a Competition and an Event will be as provided in the rules of the
applicable International Federation.

Consequences of Anti-Doping Rule Violations (“Consequences”): An Athlete’s or other
Person’s violation of an anti-doping rule may result in one or more of the following: (a)
Disqualification means the Athlete’s results in a particular Competition or Event are
invalidated, with all resulting Consequences including forfeiture of any medals, points and
prizes; (b) Ineligibility means the Athlete or other Person is barred on account of an anti-
doping rule violation for a specified period of time from participating in any Competition or
other activity or funding as provided in Article 10.14.1; (c) Provisional Suspension means
the Athlete or other Person is barred temporarily from participating in any Competition or
activity prior to the final decision at a hearing conducted under Article 8; (d) Financial
Consequences means a financial sanction imposed for an anti-doping rule violation or to
recover costs associated with an anti-doping rule violation; and (e) Public Disclosure means
the dissemination or distribution of information to the general public or Persons beyond
those Persons entitled to earlier notification in accordance with Article 14. Teams in Team
Sports may also be subject to Consequences as provided in Article 11.

Delegated Third Parties: Any Person to which an Anti-Doping Organization delegates any
aspect of Doping Control or anti-doping Education programs including, but not limited to,
third parties or other Anti-Doping Organizations that conduct Sample collection or other
Doping Control services or anti-doping Educational programs for the Anti-Doping
Organization, or individuals serving as independent contractors who perform Doping Control
services for the Anti-Doping Organization (e.g., non-employee Doping Control officers or
chaperones).

Doping Control: All steps and processes from test distribution planning through to ultimate
disposition of any appeal and the enforcement of Consequences, including all steps and
processes in between, including but not limited to, Testing, investigations, whereabouts,
TUESs, Sample collection and handling, laboratory analysis, Results Management, hearings
and appeals, and investigations or proceedings relating to violations of Article 10.14 (Status
During Ineligibility or Provisional Suspension).

Education: The process of learning to instill values and develop behaviors that foster and
protect the spirit of sport, and to prevent intentional and unintentional doping.

International Standard: A standard adopted by WADA in support of the Code. Compliance
with an International Standard (as opposed to another alternative standard, practice or
procedure) shall be sufficient to conclude that the procedures addressed by the International
Standard were performed properly. International Standards shall include any Technical
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Documents issued pursuant to the International Standard.
Participant: Any Athlete or Athlete Support Person.

Person: A natural Person or an organization or other entity.
Prohibited Method: Any method so described on the Prohibited List.

Prohibited Substance: Any substance, or class of substances, so described on the
Prohibited List.

Publicly Disclosed: See Consequences of Anti-Doping Rule Violations above.

Results Management: The process encompassing the timeframe between notification as
per Article 5 of the International Standard for Results Management, or in certain cases (e.g.,
Atypical Finding, Athlete Biological Passport, Whereabouts Failure), such pre-notification
steps expressly provided for in Article 5 of the International Standard for Results
Management, through the charge until the final resolution of the matter, including the end of
the hearing process at first instance or on appeal (if an appeal was lodged).

Sample or Specimen: Any biological material collected for the purposes of Doping Control.

[Comment to Sample or Specimen: It has sometimes been claimed that the collection of
blood Samples violates the tenets of certain religious or cultural groups. It has been
determined that there is no basis for any such claim.]

Signatories: Those entities accepting the Code and agreeing to implement the Code, as
provided in Article 23.

Target Testing: Selection of specific Athletes for Testing based on criteria set forth in the
International Standard for Testing and Investigations.

Testing: The parts of the Doping Control process involving test distribution planning,
Sample collection, Sample handling, and Sample transport to the laboratory.

Therapeutic Use Exemption [TUE]: A Therapeutic Use Exemption allows an Athlete with
a medical condition to use a Prohibited Substance or Prohibited Method, but only if the
conditions set out in Article 4.4 and the International Standard for Therapeutic Use
Exemptions are met.

WADA: The World Anti-Doping Agency.
3.2. Defined Terms from the International Standard for Testing and Investigations

Doping Control Coordinator: An Anti-Doping Organization or a Delegated Third Party that
coordinates any aspect of Doping Control on behalf of an Anti-Doping Organization. The
Anti-Doping Organization always remains ultimately responsible under the Code for
compliance with the requirements of the International Standard for Testing and
Investigations, Therapeutic Use Exemptions, Protection of Privacy and Personal
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Information, and Results Management.

Doping Control Officer (or DCO): An official who has been trained and authorized by the
Sample Collection Authority to carry out the responsibilities given to DCOs in the
International Standard for Testing and Investigations.

No Advance Notice Testing: Sample collection that takes place with no advance warning
to the Athlete and where the Athlete is continuously chaperoned from the moment of
notification through Sample provision.

3.3. Defined Terms Specific to the International Standard for the Protection of Privacy and
Personal Information

Personal Information: Information, including without limitation Sensitive Personal
Information, relating to an identified or identifiable Participant or other Person whose
information is Processed solely in the context of an Anti-Doping Organization’s Anti-Doping
Activities.

[Comment to Personal Information: It is understood that Personal Information includes, but
is not limited to, information relating to an Athlete’s name, date of birth, contact details and
sporting affiliations, whereabouts, designated TUEs (if any), anti-doping test results, and
Results Management (including disciplinary hearings, appeals and sanctions). Personal
Information also includes personal details and contact information relating to other Persons,
such as medical professionals and other Persons working with, treating or assisting an
Athlete in the context of Anti-Doping Activities. Such information remains Personal
Information and is regulated by this International Standard for the entire duration of its
Processing, irrespective of whether the relevant individual remains involved in organized
sport.]

Processing (and its cognates, Process and Processed): Collecting, accessing, retaining,
storing, disclosing, transferring, transmitting, amending, deleting or otherwise making use
of Personal Information.

Security Breach: A breach of security resulting in the loss, theft, damage or unauthorized
and/or unlawful Processing of Personal Information whether in electronic or hard-copy or
other form, or interference with an information system, that compromises the privacy,
security, confidentiality, availability or integrity of Personal Information.

Sensitive Personal Information: Personal Information relating to a Participant’s racial or
ethnic origin, commission of offences (criminal or otherwise), health (including information
derived from analyzing an Athlete’s Samples or Specimens) and biometric and genetic
information.

Third Party: Any Person other than the Person to whom the relevant Personal Information
relates, Anti-Doping Organizations, and Third-Party Agents.

Third-Party Agent: Any Person that Processes Personal Information on behalf of, as
delegated by, or as otherwise engaged by an Anti-Doping Organization in the context of
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the Anti-Doping Organization’s own Anti-Doping Activities including, without limitation, a
Delegated Third Party and any subcontractors.

3.4. Interpretation

34.1

3.4.2

3.4.3

344

3.45

The official text of the International Standard for the Protection of Privacy and
Personal Information shall be published in English and French. In the event of any
conflict between the English and French versions, the English version shall prevail.

Like the Code, the International Standard for the Protection of Privacy and Personal
Information has been drafted giving consideration to the principles of proportionality,
human rights, and other applicable legal principles. It shall be interpreted and applied
in that light.

The comments annotating various provisions of the International Standard for the
Protection of Privacy and Personal Information shall be used to guide its
interpretation.

Unless otherwise specified, references to Sections and Articles are references to
Sections and Articles of the International Standard for the Protection of Privacy and
Personal Information.

The Annexes to the International Standard for the Protection of Privacy and Personal
Information have the same mandatory status as the rest of the International
Standard.
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PART TWO: STANDARDS FOR HANDLING PERSONAL INFORMATION

4.0 Processing Personal Information in Accordance with /nternational Standard and Applicable

Law

4.1

4.2

4.3

4.4

This International Standard sets forth a minimum set of requirements applicable to the
Processing of Personal Information by Anti-Doping Organizations and their Third-Party Agents
in the context of their Anti-Doping Activities. All Anti-Doping Organizations must comply with
this International Standard, even when its requirements exceed those arising under the Anti-
Doping Organization’s applicable data protection and/or privacy laws, reflecting the vital need
to protect the privacy of Participants and other Persons involved in and associated with anti-
doping in sport.

[Comment to 4.1: Anti-Doping Organizations, along with any Third-Party Agents, minimally
must comply with the requirements set forth in this International Standard, as applicable,
provided that such compliance does not breach other applicable laws. In cases where
compliance with the requirements of this International Standard may cause an Anti-Doping
Organization to breach other applicable laws, those laws shall prevail. This result will not lead
to a determination of non-compliance with the World Anti-Doping Code.]

Anti-Doping Organizations may be subject to data protection and privacy laws that impose
requirements that exceed those arising under this International Standard. In such
circumstances, Anti-Doping Organizations must ensure that their Processing of Personal
Information complies with all such data protection and privacy laws.

[Comment to 4.2: Anti-Doping Organizations in certain countries may be subject to laws that
govern their Processing of Personal Information relating to natural Persons in addition to
Participants, such as their own employees or staff employed by other Anti-Doping
Organizations, or impose additional restrictions going beyond this International Standard. In all
such cases, Anti-Doping Organizations are expected to comply with applicable privacy and
data protection laws.]

Anti-Doping Organizations shall be able to demonstrate that their Processing of Personal
Information takes place in accordance with this International Standard, in particular through
the adoption of appropriate internal policies and procedures reflecting their adherence to this
International Standard.

[Comment to 4.3: Anti-Doping Organizations can only effectively adhere to the requirements
of this International Standard by having in place documented internal policies, procedures and
information governance standards relating to Personal Information.]

Anti-Doping Organizations shall maintain a record of the Processing of Personal Information
for which they are responsible, which shall describe the general purposes of the Processing,
a description of the types of Personal Information, the categories of potential recipients of the
Personal Information, the safeguards used where Personal Information is disclosed to other
Anti-Doping Organizations, Third Parties, or Third-Party Agents, the period for which the
Personal Information will be stored or the criteria used to determine this period, and a general
description of the technical and organizational security measures applied to the Personal
Information.
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4.5

[Comment to 4.4: Anti-Doping Organizations must maintain a record of their Processing
activities, to better ensure their effective oversight of these activities and to facilitate
compliance with this International Standard. With respect to the ADAMS database
administered by WADA, WADA shall be solely responsible for maintaining a record reflecting
the types of Processing of Personal Information that occur within the database.]

Anti-Doping Organizations shall designate a Person who is accountable for compliance with
this International Standard and all locally applicable privacy and data protection laws. They
shall take reasonable measures to ensure that the name and contact information of the Person
so designated is made readily available to Participants should they request it.

5.0 Processing Relevant and Proportionate Personal Information

5.1

52

5.3

Anti-Doping Organizations shall only Process Personal Information where relevant and
proportionate in order to conduct Anti-Doping Activities under the Code and International
Standards, provided such Processing does not conflict with applicable privacy and data
protection laws, or where otherwise required by applicable law, regulation or compulsory
legal process.

Anti-Doping Organizations shall not Process Personal Information that is irrelevant or
unnecessary in the context of their Anti-Doping Activities as identified in Article 5.1.

[Comment to 5.2: Anti-Doping Organizations shall examine the different contexts in which they
Process Personal Information to ensure that the Processing of the Personal Information in any
given case is required in order to satisfy one of the purposes identified in Article 5.1. Where
Anti-Doping Organizations cannot satisfy themselves that the Processing is necessary, they
shall refrain from Processing the Personal Information.]

In particular, except as otherwise permitted or required by the Code, the International
Standards, or expressly required by law:

a) Anti-Doping Organizations Processing Personal Information (which may involve
Processing Sensitive Personal Information relating to Athletes and Processing non-
Sensitive Personal Information relating to Participants and potentially other Persons) in
order to determine whether an Athlete’s use of a Prohibited Substance or Prohibited
Method is consistent with the provisions of a TUE, shall Process only the Personal
Information proportionate and relevant for making this determination in accordance with
the Code and/or the International Standard for Therapeutic Use Exemptions.

b) Anti-Doping Organizations Processing Personal Information relating to Participants and
other Persons in order to perform Testing, shall Process only the Personal Information
(including whereabouts information and TUES) proportionate and relevant for conducting
Testing (e.g., test distribution planning, Sample collection, Sample handling, Sample
transport to the laboratory or associated matters) in accordance with the Code and/or the
International Standard for Testing and Investigations.

¢) Anti-Doping Organizations Processing Personal Information relating to Participants and
other Persons in order to engage in investigations and Results Management (including
associated disciplinary hearings, appeals and adjudications) shall Process only the
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Personal Information, including but not limited to whereabouts information, TUES, test
results, and non-analytical intelligence or information, proportionate and relevant for
investigating and establishing one or more anti-doping rule violations in accordance with
the Code and/or the International Standard for Results Management and the International
Standard for Testing and Investigations.

d) Anti-Doping Organizations may Process Personal Information relating to Participants and
other Persons for other specified purposes, provided that those purposes relate exclusively
to the fight against doping and are found to be relevant to that fight following an
appropriately documented assessment performed by the Anti-Doping Organization.

[Comment to 5.3.d.: In certain contexts, it may be appropriate or necessary for Anti-Doping
Organizations to Process Personal Information for additional purposes, besides those
identified in Articles 5.3.a.-c. or besides those already permitted or required by the Code,
the International Standards or expressly required by law, in order to engage effectively in
the fight against doping. Such Processing must be exclusively linked to the fight against
doping and may only occur where the Anti-Doping Organization has documented the need
to perform such Processing. For greater certainty, purposes already permitted or required
by the Code, and which do not require a specific assessment pursuant to 5.3.d., include,
for example, the conduct and promotion of anti-doping Education and research, and the
analysis and improvement of anti-doping processes. The general limitations set out in 5.1
and 5.2 continue to apply to any Processing of Personal Information for such purposes.]

5.4 Personal Information Processed by Anti-Doping Organizations shall be Processed fairly and

shall be accurate, complete and kept up to date. Anti-Doping Organizations shall correct or
amend as soon as possible any Personal Information that they know to be incorrect or
inaccurate, taking into account the responsibilities of Participants to provide accurate and up-
to-date information regarding themselves to Anti-Doping Organizations, including in the
context of the provision of whereabouts information.

[Comment to 5.4: Where Participants are responsible for providing Personal Information about
themselves directly to Anti-Doping Organizations and for keeping it accurate, complete and up-
to-date, they should be informed of this obligation and, whenever practicable, offered
reasonable means to fulfill it. For instance, this could involve furnishing individuals with access
to their Personal Information via the Internet through online tools and resources.]

6.0 Processing Personal Information in Accordance with a Valid Legal Ground

6.1 Anti-Doping Organizations shall only Process Personal Information in accordance with a valid

legal ground, which can include:

a) Compliance with legal obligations, performance of a public interest task, where necessary
for reasons of substantial public interest, public health, or fulfillment of a contract, or to
protect the vital interests of the Participant and other Persons; or

b) Where permitted, consent of a Participant or other Person, which shall be informed, freely
given, specific and unambiguous, subject to the exceptions in Article 6.2.b, 6.3 and 6.4 of
this International Standard.

ISPPPI —January 2021 Page 12 of 24



WORLD
Il ANTI-DOPING
Bl AGENCY

play true

[Comment to 6.1: Principal responsibility for obtaining the consent of an Athlete, and/or his or
her associated Athlete Support Personnel, or establishing another valid legal ground, shall rest
with the Anti-Doping Organization(s) that has the then-primary relationship with the relevant
Participant.]

6.2 Where Anti-Doping Organizations Process Personal Information on the basis of consent
(including sharing Personal Information with WADA), Anti-Doping Organizations shall, in order
to obtain an informed, specific and unambiguous consent, ensure that adequate information is
furnished to the Participant or Person to whom the Personal Information relates as described
more fully in Article 7.

a) Anti-Doping Organizations shall inform Participants of the negative Consequences that
could arise from their refusal to participate in Doping Controls, including Testing, and of the
refusal to consent to the Processing of Personal Information as required for this purpose.

[Comment to 6.2.a: For the avoidance of doubt, Participants shall be informed that their
refusal to participate in Doping Controls, when requested to do so, could prevent their
continued involvement in organized sport and, for Athletes, constitute a violation of the
Code and invalidate Competition results, among other things. A Participant who believes
that an Anti-Doping Organization does not comply with this International Standard may
notify WADA pursuant to Article 11.5, which shall, without prejudice to any other rights the
Participant may have under applicable law, consider the grounds for the complaint.]

b) Where Anti-Doping Organizations Process Personal Information on the basis of consent
(including sharing Personal Information with WADA), Anti-Doping Organizations shall
inform Participants that regardless of any refusal to grant or subsequent withdrawal of
consent, the Processing of their Personal Information by Anti-Doping Organizations still
may be required, unless otherwise prohibited by applicable law, where necessary to enable
Anti-Doping Organizations:

a) To commence or pursue analyses or investigations involving suspected anti-doping
rule violations relating to the Participant;

b) To conduct or participate in proceedings involving suspected anti-doping rule violations
relating to the Participant; or

c) To establish, exercise or defend against legal claims relating to an Anti-Doping
Organization and/or the Participant.

[Commentto 6.2.b.: In certain limited ci